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Abstract
Cargo security is one of the most critical issues in modern logistics. For high-value theft-targeted (HVTT) cargo the driving 
phase of transportation takes up a major part of thefts. Dozen fleet management solutions based on GNSS positioning were 
introduced in recent years. Existing tracking solutions barely meet the requirements of TAPA 2020. Map-matching algorithms 
present valuable ideas on handling GNSS inaccuracy, however, universal map-matching methods are overcomplicated. Com-
mercial map data providers require additional fees for the use of real-time map-matching functionality. In addition, at the 
map-matching stage, information on the actual distance from which the raw data was captured is lost. In HVTT security, the 
distance between the raw GNSS position and map-matched position can be used as a quantitative security factor. The goal 
of this research was to provide empirical data for TAPA TSR 2020 Level 1 certification in terms of tracking vehicles during 
typical operating conditions (cargo loading, routing, transportation, stopover, unloading) as well as detecting any geofencing 
violations. The Dynamic Geofencing Algorithm (DGA) presented in this article was developed for this specific purpose and 
this is the first known pulication to examine TAPA Standarization in terms of cargo positioning and fleet monitoring. The 
DGA is adaptive geometric-based matching (alternately curve-to-curve, point-to-curve, point-to-point). The idea behind the 
algorithm is to detect and eliminate the atypical matching circumstances—namely if the raw position is registered at one of 
the exceptions described in the paper. The problem of dynamic/adaptive cartographic projection is also addressed so that 
the robus Euclidean calculactions could be used in global scale.

Keywords GNSS inaccuracy · Map-matching · Dynamic Geofencing Algorithm · Cargo security · HVTT · TAPA 
Standarization

Introduction

Automobile transportation has always been of interest to 
researchers because of its key role in land freight trans-
portation. Among research subjects those connected with 
minimizing transportation costs by optimizing travel routes 
(Hangbin et al. 2022; Qingquan et al. 2011), or driver behav-
ior (Wenhao and Quingdong 2022) were especially numer-
ous. Another, however less widely recognized branch of 
research touches security of cargo. The studies conducted 
by Brandt et al. (2019) confirm that the latest issue is a sig-
nificant problem in modern logistics. According to Ekwall 
and Lantz (2017), the annual value of cargo theft in the 
European Union account for at least €8 billion loss. About 
41% of incidents occur during the driving phase of trans-
portation. Arway (2013) points out the fundamental role of 
GNSS-based solutions in modern supply chain security, with 
an increasing number of telematic- and fleet management 
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moving vehicles along selected route

• The DGA is adaptive geometric-based matching, using 
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security of high-value theft-targeted cargo transportation

• Real-time implementation has shown both long distance and 
intra-urban application 
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systems offering vehicle tracking. This is also confirmed by 
Transported Asset Protection Association (TAPA) Trucking 
Security Requirements with more and more attention being 
paid to tracking and tracing protocols in the following edi-
tions (TSR 2020a, 2017) of certification standards.

When transporting high-value theft-targeted (herein-
after: HVTT) goods, the highest standards are required. 
According to TAPA TSR (2020a, b), the cargo must be 
transported along a precisely selected route, with planned 
stops, and continuously tracked by the security centre. 
Any unscheduled stops, road disturbances (accidents, road 
works, traffic) or bypassing must be reported by drivers 
immediately. Response protocols for handling emergencies 
must be documented. TAPA TSR (2020a, b) include tech-
nical requirements for tracking devices. Among others, 
the tracker must utilize at least two signalling methods, 
must contain battery backup maintaining the signalling 
capacity for at least 24 h, must report tampering with any 
installed security systems, truck stoppage, battery status, 
cargo area door status, etc. Reporting interval must be not 
fewer than one report every:

• five minutes for level 1 security certificate
• thirty minutes for level 2 security certificate.

Therefore, the TAPA-approved tracking system must be 
characterised by the continuity and security of truck and 
cargo positioning data. No technical requirements for posi-
tioning accuracy had been defined, however. The goal of 
this research was to provide empirical data for TAPA TSR 
2020a Level 1 certification in terms of tracking vehicles 
during typical operating conditions (cargo loading, routing, 
transportation, stopover, unloading) as well as detecting any 
geofencing violations. The Dynamic Geofencing Algorithm 
(DGA) presented in this article was developed for this spe-
cific purpose. Thisis the first known pulication to examine 
and fulfill TAPA Standarization requirements in terms of 
cargo positioning.

Research problem

GNSS positioning is embarked with inaccuracy (com-
monly 'GPS drift') that is dependent on both internal and 
external factors. Internal factors occur due to the hard-
ware used (modem, antenna, etc.) and are usually speci-
fied by producers (for example with the CEP parameter). 
External factors, such as continuous changes in the posi-
tion of satellites, terrain, land coverage, the occurrence 
of high objects (i.e. urban canyons), bad weather condi-
tions, etc. differentiate the number of satellites viewed 
and used for calculations. Several sources confirm these 

circumstances are unique for a particular time and space 
and therefore positioning errors are more difficult to 
measure and handle (Barrios and Motai 2011; Bezcioglu 
2023; Cui and Ge 2003; Chao et al. 2020; Goodchild 
2018; Jin et al. 2022; Kim et al. 2017; Kubicka et al. 
2018; Kumar et al. 2020; Min et al. 2019; Ponomaryov 
et al. 2000; Saki and Hagen 2022; Singh et al. 2023; 
Yalvac 2021; Yumaganov et al. 2021; Zhang et al. 2021).

The precision of trackers can be evaluated in two 
ways. One is the comparison of obtained results with 
the device technical parameters and the second is the 
statistical analysis of the measured values and compar-
ing it with map data. In the article (section 3.1), both 
ways were followed.

In civilian use, GPS drift up to a few meters is regarded 
as minor, insignificant, naturally accepted technological 
drawback (Bezcioglu 2023; GARMIN Support Center 
2023; Geospatial Innovation Facility 2023). This prob-
lem is commonly solved with map-matching algorithms 
(Jin et  al. 2022; Kubicka et  al. 2018; Saki and Hagen 
2022; Singh et al. 2023; Yalvac 2021; Yumaganov et al. 
2021; Zhang et al. 2021). Commercial map data providers 
require additional fees for the use of real-time map-match-
ing functionality.1In addition, at the map-matching stage, 
information on the actual distance from which the raw data 
was captured is lost (Gelb et al. 2021; HERE Developer 
2022). Unfortunately, this issue has been one of the major 
concerns when considering the challenges of HVTT cargo 
security. The research team faced the fundamental ques-
tion if the accuracy of market-available GNSS receivers 
is sufficient for handling security requirements, especially 
while tracking vehicles along a predefined route, at low 
speeds and stops (Mu et al. 2021). In section 5, the authors 
discuss the possiblity to use the distance between the raw 
GNSS position and map-matched position as a quantitative 
security factor for TAPA certification (TSR 2017, 2020a).

The research problem in this article is the analysis of 
positioning inaccuracy and its estimation with the use of 
the proposed dynamic geofencing algorithm (sections 4 & 
5). The methodology used is complex. It consists of: 
developed hardware, data transmission, server architec-
ture, algorithms for designed software, etc.(Fig. 1). This 
article is limited to data processing challenges caused 
by GNSS positioning inaccuracy, its estimation and han-
dling. The research presented consists of collecting, ana-
lysing and processing data registered by tracking devices 
(hereinafter: trackers).

1 HERE Developer 2022; ArcGIS Pro 3.1 Tool Reference: Proximity 
toolset: Snap Tracks (Geo- Analytics) (n.d.) https:// pro. arcgis. com/ en/ 
pro- app/3. 1/ tool- refer ence/ big- data- analy tics/ snap- tracks. htm.

https://pro.arcgis.com/en/pro-app/3.1/tool-reference/big-data-analytics/snap-tracks.htm
https://pro.arcgis.com/en/pro-app/3.1/tool-reference/big-data-analytics/snap-tracks.htm
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Methodology

In the research, a Dynamic (adaptive) Geofencing Algorithm 
(DGA) was proposed. The algorithm was developed based on 
the theoretical assumptions and equations derived from existing 
map-matching algorithms described, among others, by Chao 
et al. (2020), Hashemi and Karimi (2014), Kubicka et al. (2018), 
Quddus et al. (2007), Singh et al. 2023, White et al. (2000) and 
own field tests. Most modern map-matching algorithms focus 
on determining the location of a tracked vehicle on a particu-
lar segment of all possible roads from the whole road network2 

(Barrios and Motai 2011; Gelb et al. 2021; Hangbin et al. 2022; 
Jin et al. 2022; Kumar et al. 2020; Lupa et al. 2023; Mu et al. 
2021; Saki and Hagen 2022; Wenhao and Qinghong 2022; 
Yumaganov et al. 2021; Zhang et al. 2021). Dynamic eofenc-
ing is a special case where only one selected route of the road 
network is relevant (Fig. 2).

The problem can be illustrated by walking the dog 
on a leash, similarly to the example presented by Dolan 
(2016). While the tracked vehicle is moving along a 
predefined route (multiple vertex linear geometry) with 
variable positioning error, the real position is somewhere 
near both the measured position (raw GNSS data) and 
map-matched position (perpendicular projection of the 
raw data on the road geometry). Questions answered by 
dynamic geofencing are:

Fig. 1  The cargo monitoring 
scheme. The article is focused 
on the data processing phase. 
Own work

2 "Real-time map matching must address challenges such as finding 
the road segment on which the user is travelling and snapping or pro-
jecting updated GPS point on that segment in real-time." (Hashemi 
and Karimi 2014, p. 154).

Fig. 2  The dynamic (adaptive) geofencing scheme. In phase 1 route 
A-N is selected. In phase 2 raw GNSS data is collected. Phase 3 
includes consequent detecting and solving equations for exceptions 

(section 4.2). Positions are projected on the road vector and returned 
to the database. Own work
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• What is the nearest segment of the predefined route? (the 
vicinity selection problem);

• How far is the raw positioning data from the nearest seg-
ment? (the buffering problem).

Knowing raw positioning data ('the dog'), with estimated 
accuracy ('the leash') one can calculate the map-/route-
matched position ('the master') and therefore determine 
whether the vehicle is following the predefined route ('the 
dog is on a leash') or moving away. The mathematics of 
dynamic geofencing is less complicated than in most mod-
ern map-matching algorithms, yet the problem resolved by 
the proposed algorithm is quite different than in most pub-
lished cases (Chao et al. 2020; Hashemi and Karimi 2014; 
Jin et al. 2022; Kubicka et al. 2018; Kumar et al. 2020; Mu 
et al. 2021; Quddus et al. 2007; Saki and Hagen 2022; Singh 
et al. 2023; White et al. 2000; Yumaganov et al. 2021; Zhang 
et al. 2021).

Hardware

Developed tracking assets were equipped with a 
9.7 × 10.1 mm GNSS module. The chipset supports all 
existing GNSS constellations—GPS signal can be received 
and processed concurrently with Galileo and GLONASS 
or BeiDou. According to the producer, horizontal position 
accuracy measured as CEP 50%, 24 h static roof antenna, 
is at worst < 1,8 m (STMicroelectronics 2019), so 50% of 
points collected should fall within a 1.8-m radius of the true 
location. The manufacturer claims to achieve this during 

24 h of static recording with a roof antenna (the parameters 
of the antenna are unknown). The nominal frequency of the 
time pulse is 1 Hz, and tracking is possible at -163 dBm. 
The technical specification of the GNSS modem is listed 
in Table 1.

As part of the tests, we attempted to evaluate the accu-
racy of the tracker with the GNSS modem by comparing the 
manufacturer's CEP (1.8 m) with the results of our meas-
urements carried out in a 24-h static position using a roof-
mounted antenna with full sky visibility. We compared the 
data recorded with the actual position of the receiver on 
the map and calculated the difference in horizontal position 
(Fig. 3A). There are several points with large differences 
(> 4 m) in horizontal position. These points were recorded 
during the cold start of the GNSS receiver within the first 
two minutes. Removing these points resulted in asymmet-
ric statistical distribution of the position within a radius of 
1.4 m (Fig. 3B). This partially confirmed manufacturer's 
statement.

Another test was carried out under the target operat-
ing conditions of the device, i.e. using a GNSS receiver 
mounted on a truck performing routine shipping activities: 
carriage, loading/unloading and parking. A 12-h position 
measurement recorded during a stopover showed signifi-
cant discrepancies compared to tests carried out station-
ary using a roof-mounted antenna. Nearly 2,700 continu-
ous position measurements were recorded during the test, 
with an average pooling time interval of 16 s. A cloud of 
points with a 14.26 m diameter was recorded (Fig. 4). The 
average distance from points to the centre of the cloud 

Table 1  GNSS module - 
Technical Specification. 
STMicroelectronics 2019.

 (1) 50% at 30 m/s - linear path
(2) 50% at 0.5 g – looped ‘8’ shape path
(3) CEP 50%, 24h static, roof antenna
(4) Verified the limit checking the fix availability
(5) Special configuration for high dynamic scenario
(6) ITAR limits

Parameter Specification GPS &
GLONASS

GPS & BeiDou GPS & Galileo Unit

Velocity  accuracy(1) — 0.01 — 0.01 m/s
Velocity  accuracy(2) — 0.1 — 0.1 m/s
Heading  accuracy(1) — 0.01 — 0.01 °
Heading  accuracy(2) — 2.3 — 2.4 °
Horizontal position
accuracy(3)

Autonomous  < 1.8(3)  < 1.5(3) — m
SBAS  < 1.5(3) — —

Accuracy of time pulse RMS  ± 12.4  ± 29.0  ± 21.8 ns
99%

Frequency of time pulse — 1 1 1 Hz
Operational  limits(4) Dynamic(5)  < 4.5 g  < 4 g  < 4.5 g —

Altitude(6) 18000 18000 18000 m
Velocity(6) 515 515 515 m/s
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was 2.82 m. The distribution of the distance from the cen-
tre point is close to Gaussian (Fig. 5). The total GNSS 
drift counted from consecutive records was 574.87 m. 
The average displacement was 0.21 m per record (Fig. 6). 
The distribution of displacements between consecutive 
records is asymmetric, dominated by zero values (1728 
records = 64% of total), with displacements generally 
occurring once every three records (48 s). The problem 
of assessing the accuracy of the GNSS module while the 

vehicle was moving was incorporated into the algorithmic 
process described in sections 4–5.

Software

Tracking assets transmit data to the server via the GSM 
network. The polling time is software-dependent. The 
interval was irregular. When the vehicle was on the move 
the signal with the current position was triggered every 

Fig. 3  (A) Horizontal position difference, 24-h static measurements with full sky visibility—all data. Own work. (B) Horizontal position differ-
ence, 24-h static measurements with full sky visibility—120 s. cold-start data filtered. Own work

Fig. 4  GNSS drift recorded during a 12-h truck stop at the loading bay car park. Total of 2682 points recorded with V = 0 km/s. The diameter of 
the recorded cloud (yellow) is over 14 m, the total movement is 574.87 m, mean drift value is 0.21 m per record. Own work
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100 m or every 15-degree turn. At stops the rate was set 
regular with one record per 30 s. Also 'save battery' mode 
was tested with an interval reduced to one record per 
5 min. The mean pooling time interval for all assets used 
for tests was 20 s.

The data is stored in the Postgre SQL database. The 
user interface allows filtering data with asset ID and time 

reference and exporting to popular formats such as.CSV,.
JSON or.GEOJSON. Data for selected travelling events 
(hereinafter: voyages) were processed with RStudio 
1.3.1099 (operating on R 4.0.3 software). QGIS 3.16 was 
used for geographical visualization of data and geostatis-
tic exploration. Both RStudio and QGIS are open-source 
programs that easily process the above-mentioned types of 

Fig. 5  GNSS drift recorded during a 12-h truck stop—histogram and statistics of distance from each point to mean point. Own work

Fig. 6  GNSS drift recorded during a 12-h truck stop—histogram and statistics of distance covered record-by-record. Own work
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data.3The data postprocessing of the data was computed 
with an eight-core 3,7 GHz AMD Ryzen 7 2700X proces-
sor, 32 GB RAM, 4 GB NVIDIA Quadro K2200 graphic 
card, 500 GB Samsung SSD 860 EVO drive, configured 
at 64-bit Windows 7 Professional.

Input data

The primary research data were sets of GNSS positioning 
fixes (point data) collected in 2020–2021 (see supplemen-
tary materials). Tracking assets record multiple attributes, 
from which the following were considered relevant: field ID 
[recorded on track], record ID [assets' total count], p_long 
[longitude in recorded, DD], p_lat [latitude recorded, DD], 
velocity [km/h], azimuth [degrees clockwise]. Several test 
voyages were selected for the analysis to provide informa-
tion about the performance of tracking assets in different 
environments. The six most promising tests were selected for 
the analysis (Tables 2, 3, 4, 5, 6, and 7). These include one 
cross-city route [14 km], two expressway voyages between 
different cities [150–350 km], one cross-country in the Pol-
ish mountains [320 km] and two long international routes 
with regular cargo [first within the EU and second Europe-
Asia, both ca. 19,000 km].4During tests, various types of 
vehicles were used (car, medium truck, large truck with a 
trailer). Details of tested routes are listed in Table 2.

Route geometry is represented by a polygonal chain, 
which is an organised sequence of 'n' coordinate pairs 
 (X1,  Y1;  X2,  Y2; …;  Xn,  Yn).5Several authors discuss the 
use of various online mapping aplications as a base road-
map data – among others the most frequently mentioned 
are Google Maps, Bing Maps and OpenStreetMap (Chao 
et al. 2020; Hashemi and Karimi 2014; Jin et al. 2022; Lupa 
et al. 2023; Mu et al. 2021; Singh et al. 2023; Yumaganov 
et al. 2021). The highest available zoom of the map is level 
19 and may be referred to as the scale around 1:2000 (at 
the equator).6Usually, the level of detail of the road data is 
comparable to the standards of the 1:10,000 topographic 
objects database (eg. Polish BDOT10k database – see: 
Rozporządzenie 2021). The study conducted by Urbański 
(2021) revealed that on average Google Maps road segments 

have 3-times more vertexes than HERE Maps or OSM. 
Unfortunately, that does not indicate the quality of hosted 
road network, as there was no certain relation between 
number of vertexes and actual roadmap accuracy. Follow-
ing White et al. (2000, p. 92), our desire was to develop 
a simple map matching algorithm "to reconcile inaccurate 
locational data with an inaccurate map/network." In this 
research, raw positioning data of particular voyages were 
compared with routes generated with the HERE Maps online 
mapping application (see: supplementary materials).7

Calculation

Geometrical map-matching includes three types of proce-
dures: point-to-point, point-to-curve and curve-to-curve. 
These procedures were thoroughly discussed by many 
authors, with the most accessible descriptions provided by 
Hashemi and Karimi (2014), Quddus et al. (2007) and White 
et al. (2000). In elementary terms, the point-to-point proce-
dure would change the original coordinates of raw GNSS 
positioning (point data) into coordinates of the closest vertex 
of the road. The idea of point-to-curve matching is based on 
an orthogonal (perpendicular) projection of raw data onto 
a linear model of the road (QGIS Documentation v. 3.28). 
The definition of the problem in the 2-dimensional Cartesian 
coordinate system and simplified equations are presented in 
Table 3A and Eq. 1.

The formulae for calculating the coordinates X and Y of 
the point Q being the orthogonal projection of point P on 
segment |AB|, derived from the directional equations of the 
line AB and of the perpendicular line passing through point 
P. Own work.

where:

The curve-to-curve matching is an extended version 
where the heading (azimuth) of the vehicle is addition-
ally compared to the direction of the closes road seg-
ment, for example, to eliminate snapping to the opposite 
direction line when these are separated (Saki and Hagen 
2022; White et al. 2000). This can be done with sim-
ple SQL data filtering commands. According to Gade 

(1)
XQ =

[(tg�∗(YP−YB))+XP+(X
∗
B
(tg�2))]

[(tg�2)+1]

YQ =
[(tg�∗(XP−XB))+YB+(Y

∗
P
(tg�2))]

[(tg�2)+1]

XA ,XB ,XP ,XQ–X coordinate of point (A,B,P,Q respectively),

YA , YB , YP , YQ–Y coordinate of point (A,B,P,Q respectively),

tgβ =
(

YB − YA
)

∕
(

XB − XA

)

–tangent Beta is a directional coefficient of the line AB,

tgβ̂2–tgβ squared

3 https:// rstud io. com/ about/. (Hijmans et  al. 2019); https:// qgis. org/ 
en/ site/ about/ index. htm.; QGIS Documentation v. 3.28 (n.d.).
4 Tests 5 & 6 were conducted in the cooperation with BURY Ltd. 
transport division. More at https:// www. bury. pl/ trans port/
5 A polygonal chain may also be called: a polygonal curve, polygonal 
path, polyline, piecewise linear curve or broken line. In geographic 
information systems terms: arc, polyline or linestring are most popu-
lar.
6 GIS Stack Exchange: What ratio scales do Google Maps zoom lev-
els correspond to? (n.d.), ArcGIS Server 9.3 Help: Designing a map 
to overlay Google Maps or Microsoft Virtual Earth 

7 .GPX files generated with HERE Maps™ Routing API, using 
"truck" transport mode and "fast" routing mode.

https://rstudio.com/about/
https://qgis.org/en/site/about/index.htm
https://qgis.org/en/site/about/index.htm
https://www.bury.pl/transport/
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(2016) information on heading angle obtained solely with 
GNSS is not fully reliable—especially at low speeds and 
stops.8Buffers should be applied so that the filtering does 
not disqualify possible driving manoeuvres (turning, lane 
changing, overtaking, parking).

White et al. (2000) noticed, that projected point Q may 
not fall into line segment (AB) but on its linear extension 
and that would disqualify point Q as a properly matched 
position of a point (P). This can be tested with a simple 
Boolean test for the A-B bounding box (Eq. 2):

Boolean test for X and Y coordinates of point Q falling 
within the range of |AB| segment. Own work.

If not, Q should be snapped to the nearest vertex (A or 
B). Therefore in certain situations, point-to-curve match-
ing is reduced to point-to-point matching. Unfortunately, 
this knowledge is gained at the end of the process. One 
may notice that curve-to-curve is the most general match-
ing procedure whereas point-to-curve and point-to-point 
may be regarded as specific cases: point-to-curve is a 

(2)

if

XQ >= min
(

XA,XB

)

AND XQ <= max
(

XA,XB

)

AND

YQ >= min
(

YA, YB
)

AND YQ <= max
(

YA, YB
)

special case where initial segment length is 0 and head-
ing is unknown, point-to-point is a special case where 
both the initial and referential segments lengths are 0 and 
headings are unknown (Saki and Hagen 2022).

Standard procedure

Along with the growing complexity of the arc more 
complicated procedure is needed. Defining which seg-
ment of the 'n-vertex' polyline is the closest to point P is 
not obvious, as multiple exceptions occur (White et al. 
2000). Exceptions diagnosed for DGA will be discussed 
in Sect. "Exceptions". Taking that into account the proper 
point-to-curve matching would require solving equations 
(Eq. 1-2) between point P and all segments in the chain. 
This however would be computationally ineffective and 
there is no point in calculating distances between raw 
positioning data and segments that are nowhere near their 
reasonable vicinity.9The process called 'initial match-
ing' assumes that at least one vertex of the route can be 

Table 3  Principles of geometrical map-matching (orthogonal projection of point P on polyline ABC…) with exceptions detected and solved by 
the dynamic geofencing algorithm. Own work

9 One of the longest road voyages possible to be generated with a 
straight 'from-to' query in mapping APIs (21,734 km route from Cape 
Town to Magadan) consists of almost 100,000 vertexes, with an aver-
age length of segment around 200 m (more at M. Krzywinski (2022) 
http:// mkweb. bcgsc. ca/ googl emaps chall enge/).

8 Field tests 1–6 (Table 4) revealed that reliable heading information 
is received at a speed of 5 km/h or higher.

http://mkweb.bcgsc.ca/googlemapschallenge/
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selected within a reasonable distance from point P.10If the 
condition of initial matching is met, the distance between 
point P and each of the selected vertexes is computed and 
sorted ascending. If not, the algorithm would duplicate 
the initial proximity buffer and repeat the process.

Assuming that the vehicle is moving somewhere 
along the route that is represented by 'n-vertex' polyline 
(Table 3B), the standard procedure projects raw GNSS 
point (P) on both segments connected to the closest ver-
tex (AB, BC). The equation (Eq. 2) is used to calculate 
the coordinates of projected points (Q1, Q2) and distances 

from the initial point (P). It is necessary to use Eq. 3 qual-
ify whether one of the projected points (Q1, Q2) falls on 
the corresponding line segment. If both are 'false', excep-
tion 3 should be considered. If both are 'true', exception 4 
should be considered.

When none of the strategies is successful for the first of 
the initially selected vertex, the algorithm would process the 
following vertexes in the proximity, one by one, until a posi-
tive result is achieved. Tests prove, that this simple method 
allows to properly match 95% of records along examined 
routes. The other 5% of records are exceptions described in 
the next section.

Exceptions

During the research, five categories of exceptions were diag-
nosed: device start-up, start/endpoint, outer angle, sharp 
angle and loop.

Table 4  Tests 1–6 data processing details: route, raw GNSS records and matching characteristics. Own work

TEST No Test 1 Test 2 Test 3 Test 4 Test 5 Test 6

Route length [km] 345.743 13.926 151.816 316.986 2 548.541 4 443.734
No. of route vertexes 

(total)
2 439 159 941 2 741 18 981 19 252

Average segment 
length [m]

141.75 87.58 161.33 115.65 134.26 230.81

Records registered 
(total)

2 023 138 927 2 093 25 013 24 470

Records at stops 
(V = 0 km/h)

13 (0.6%) 2 (1.4%) 12 (1.3%) 31 (1.5%) 5 091 (20.4%) 16 548 (67.6%)

Records matched 2 023 (100%) 138 (100%) 917 (99.4%) 2 093 (100%) 20 343 (81.3%) 15 027 (61.4%)
Average matching 

distance [m]
12.66 9.28 7.28 4.40 4.22 24.55

Maximum matching 
distance [m]

229.96 128.27 170.51 214.63 701.09 777.21

Geofencing viola-
tion >  = 50 m [no. 
of records (% of 
total)]

99 (4.1%) 9 (5.7%) 30 (3.2%) 40 (1.5%) 138 (0.7%) 4904 (25.5%)

Computation time 
[s]

117.32 9.26 52.90 123.55 1 292.13 1 112.54

Average computa-
tion time [ms/
record]

57.99308 67.1014 57.0658 59.0301 51.65834 45.46547

Comments Significant hardware 
malfunction, 
GNSS locked at 
certain position, 
registered changes 
in velocity and 
heading. 140 km 
of route were iner-
tially reconstructed 
with 40 m accuracy

Minor delay up 
to 164 s near 
Garwolin

Tracker 2 (ID 10) Multiple long stops, 
large transmission 
delay up to 7631 s. 
in Pyrenees, minor 
delays (< 200 s) 
elsewhere

Multiple long stops, 
several major 
transmission 
delays > 600 s, 
up to 3958 s. in 
Nizhnekamsk

10 Defining radius for spatial query is problematic. The range of the 
query can be adjusted manually or parameterised, for example as 
the longest distance between two consecutive vertexes in generated 
route. The length of segments we used ranges from below 1 m to over 
10 km. The query adjusted to motorways may select hundreds of ver-
texes in an urban area, making the initial matching computationally 
ineffective.
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Table 5  Maps of tested routes 1–6 displayed with HERE Maps general map tiles. Own work

Table 6  Histograms and statistics of map-matching distance during the tests 1–6. Own work
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1) device start-up—the standard procedure is vulnerable 
at the start-up of the tracker. Initial GNSS fixes are bur-
dened with high inaccuracy in terms of position, speed 
and heading. The producer-declared time to first fix was 
1.5–2.5 s for the hot start and 30–36 s for the cold start 
(Table 1). Field tests proved several fixes after the start-
up inaccurate in terms of position (CEP) and heading. 
The usual delay for reliable measurements was 90–120 s 
(section 3.1).

2) start/endpoint—this case occurs every time the raw 
positioning point (P) is close to the route's first or last 
vertex. It occurs anytime the movement of a vehicle 
begins off the mapped road, e.g. at the parking lot or 
facility. Since the first/last vertex is connected to only 
one segment (AB), the distinction of whether the pro-
jected point Q is outside or inside of the bounding box is 
made (Table 3C). The relationship between the direction 
of the segment and the heading of a vehicle is loose—a 
lot of unpredictable manoeuvres may be completed at 
low speed until the road is reached. At speeds below 
5 km/h, the role of the GPS drift factor increases—rapid 
changes in the recorded heading are observed. Point-to-
point matching initialised at a certain proximity to the 
first vertex seems a reasonable solution.

3) outer angle dead zone—it occurs whenever a GNSS 
point is recorded in the vicinity of a vector kink, on the 
external side of the ABC angle (Table 3D). The perpen-
dicular projection of point P on line AB (Q1) is outside 
the segment bounded by the vertices of AB. The per-
pendicular projection of P on BC (Q2) is also outside 
the segment bounded by the vertices of BC. As a result, 
none of the points Q1, and Q2 belong to the vector of the 
road. Even though one or both the distances PQ1 or PQ2 
are shorter than the distance PB, vertex B is a correctly 
matched position.

4) acute angle—this exception is caused when a relatively 
long straight road section is followed by a sudden road 
curvature (turn, intersection, roundabout, Table 3E). If 
the angle between sections AB and CD is less than or 
equal to 90 degrees, the erroneous point P may be closer 
to BC than to AB, even if the vehicle is in front of the 
turn. Correct matching can be achieved by azimuth fil-
tering (curve-to-curve matching).

5) self-intersection (loop)—the last exception is registered 
when the predefined route is led through non-topological 
intersections (interchange, loop ramps), especially when 
a long straight section is non-topologically crossed by 
a shorter one (e.g. flyover). With the point-to-curve 

Table 7  Off road deviations mapped with dynamic geofencing. Own work
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approach used, GNSS data is matched to the wrong 
section because the PQ1 distance is longer than the 
PQ2 distance (Table 3F). The curve-to-curve matching 
should be used instead.

Dynamic/Adaptive projection

Finally, the problem of cartographic projection was 
addressed. GNSS receivers acquire positioning coor-
dinates in World Geodetic System 1984 (EPSG: 4326) 
angular units.11The NMEA 0183 Standard defines a pro-
tocol for transmitting GNSS coordinates in 8-bit Degrees-
Minutes Decimal (DMM) format, which for practical use 
must be converted to Decimal Degrees (DD). Coordinates 
in decimal degrees cannot be used for simple Cartesian 
calculations, because of the way the spheroid is plotted 
on the plane (Snyder 1987). The distortion of distances in 
different directions, angles and areas is generally latitude 
dependent. Several programming libraries (e.g. geosphere 
for R, Hjimans et al. 2019) handle the computation of geo-
desic (ellipsoidal) distances quite well, but the calculation 
of courses and intersections of non-Euclidean lines is dif-
ficult to implement.

Most studies address this problem using azimuthal projec-
tion of GPS data onto locally tangent planes, like azimuthal 
equidistant or azimuthal conformal (stereographic) (Snyder 
and Voxland 1989; Mu et al. 2021; Wang et al. 2023). This 
solution is straightforward and efficient, but azimuthal pro-
jections have a limited radius of allowable distortion up to 
20–30 km from the centre point. Min et al. (2019) used the 
Universal Transverse Mercator (UTM) projection for local 
(static) conditions, howewer we decided to take a step further 
by constructing a Dynamic Transverse Mercator (DTM) pro-
jection. This idea uses transverse Mercator formulae (Proj.
org 2022; Spatial Reference 2023) in the way it is used in 
Universal Transverse Mercator (UTM) projections or Polish 
state geodesy (Rozporządzenie 2012, 2021), but with cen-
tral meridian 'longitude_0' as a dynamic parameter (Fig. 7, 
Eq. 3). As a result, the position of the GNSS receiver is pro-
jected on a conformal plane with little distortions of ± 0,003% 
at the edges of 3-degree meridian band (Snyder and Voxland 
1989; Meert and Verbeke 2018; Meert 2022; Rozporządzenie 
2012).12This solution can be easily implemented for forward-
reverse projection with EPSG-based WKT definitions:

Fig. 7  Illustration on forward 
and reverse projection of GNSS 
coordinates with EPSG, Proj.4 
and WKT definitions. A com-
mon approach is to convert 
geographical coordinates 
(angular units) onto a Carte-
sian plane (linear units) with 
oblique azimuthal projection. 
Our approach uses Dynamic 
(adaptive) Transverse Mercator 
projection (outlined in red) for 
better distortion handling. Own 
work

11 This is a horizontal component of a 3D system. The WGS 
84 datum surface is an oblate spheroid with an equatorial radius 
a = 6,378,137  m at the equator and flattening f = 1/298.257223563. 
EPSG.io: Coordinate Systems Worldwide (n.d.), Spatial Reference 
(2023) 

12 Transverse Mercator or Gauss-Kruger 3-degree meridian bands 
are commonly used in national geodesies for topographic maps at 
scales 1:25,000 and higher since 1940s (Snyder and Voxland 1989). 
3-degree band recalculates with cosine of latitude—approx. 333 km 
at the equator, 150–200 km at moderate latitudes and 0 km at poles. 
For more information on Polish national reference systems read [in 
Polish] Rozporządzenie 2012; Rozporządzenie 2021.
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WKT definition for dynamic transverse mercator projec-
tion (forward). Own work.

PROJCS["ETRF2000-PL / CS2000/modified",
GEOGCS["ETRF2000-PL",

DATUM["ETRF2000 Poland",
SPHEROID["GRS 1980",6378137,298.257222101],
TOWGS84[0,0,0,0,0,0,0]],

PRIMEM["Greenwich",0],
UNIT["degree",0.0174532925199433,

AUTHORITY["EPSG","9122"]],
AUTHORITY["EPSG","9702"]],

PROJECTION["Transverse_Mercator"],
PARAMETER["la�tude_of_origin",0],
PARAMETER["central_meridian",variable],
PARAMETER["scale_factor",0.999923],
PARAMETER["false_eas�ng",1000],
PARAMETER["false_northing",0],
UNIT["metre",1],
AUTHORITY["EPSG","217X-modified"]]

(3)

Results

The Dynamic Geofencing Algorithm (DGA) was designed 
to optimize the computation efficiency while sustaining the 
reliability of map-matched positions (Jin et al. 2022; Mu 
et al. 2021). In the first step, the algorithm eliminates the 
start/endpoint exception with the vicinity filtering. This 
is an important step because azimuth filtering (curve-to-
curve matching) is not possible at exceptions 1) and 2). 
With exceptions 1) and 2) handled, the algorithm turns into 
eliminating exceptions 4) and 5), where azimuth filtering 
is needed (curve-to-curve matching). Having that done, the 
algorithm returns to standard procedure with point-to-curve 
matching. Fixed positions are presented in supplementary 
materials (.CSV files, columns q_long [new longitude, 
DD], q_lat [new latitude, DD], q_dist [projection distance, 
metres]).

Field tests conducted in 2020–2021 tested the algo-
rithm in different environments and on different vehicles 
(Tables 2 and 5). Tests present several stages of the system 
development, with hardware and software malfunctions and 
upgrades along the process. The efficiency of map-matching 
at short (few km) and medium (one day) voyages was very 
high – 99% and better (Table 4). On long, regular transport 
routes (around one week), the efficiency dropped to 81% 
(Poland-Spain) and 61% (Kazakhstan-Poland). An inverse 
correlation was observed between the effectiveness of the 
algorithm and the percentage of records at stops. The algo-
rithm seems vulnerable at very low speeds when the heading 
registered by GNSS does not correspond with the heading 
of the road due to the drift (Tables 4, 6, and 7).

In field tests 1–6, the matching distance of >  = 50 m 
was used as a threshold for detecting geofencing violations 
(Table 8). The typical percentage of geofencing violations 
on short and medium routes ranged from 1.5 to 5.7% of 
all records. Geofencing violations of long multi-day routes 
ranged from 0.7% (Poland-Spain) to 25.5% (Kazakhstan-
Poland) of total records, which is surprising given the 
comparable length, operating conditions and stage of hard-
ware development (Table 4). The most common causes of 
geofencing violations were: 1) unscheduled stops; 2) detours 
due to road works; 3) out-of-date road data; 4) GNSS drift; 
5) other unusual manoeuvres at car parks, motorway and 
border gates, traffic jams, etc. (examples in Table 8).

Multi-day routes are far more difficult to plan and execute 
the same way, therefore a large percentage of unmatched 
data was caused by drivers themselves. This is also con-
firmed by the maximum matching distance, which is 3–4 
times larger on multi-day routes than at short routes. Raw 
data reveal manoeuvres up to 10 km off the planned route 
(e.g. Moscow bypass), which is 10-times larger than the 
proximity buffer used for selecting vertexes. Tests 5 and 6 
prove that the dynamic geofencing procedure is correct and 
100% deviations within the vicinity buffer were detected 
(Tables 4, 5, 6, 7, and 8). On the other hand, some data were 
registered too far off so projecting them onto the predefined 
road made no sense (Tables 4 and 7 – particularly tests 5 & 
6). This problem may be completely eliminated when intro-
ducing autonomus vehicles in cargo transformation (Cui and 
Ge 2003; Goodchild 2018).

The computation time performed on a PC (section 3.2) 
ranged from 45.5 ms (test 6) to 67.1 ms (test 2) per record. 
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The majority of time is consumed by the initiation of the 
script, not by the calculations (Table 4). There is no clear 
correlation between computation time and the number of 
exceptions detected. With a matching average of 56 ms 
per record, the algorithm is fast enough for real-time 
implementation.

Conclusion

According to the latest research, cargo security is one of 
the most critical issues in modern logistics, with billions of 
dollars being lost every year due to theft all over the globe 
(Brandt et al. 2019; Ekwall and Lantz 2017; Arway 2013). 
The driving phase of transportation takes up a major part 

of these statistics, especially in terms of HVTT cargo (sec-
tion 1). Despite over thirty years of availability of GNSS for 
civilian applications (Chao et al. 2020; Goodchild 2018), 
existing tracking solutions barely meet the requirements of 
the TAPA TSR 2020a level 1 standard. Taking into account 
all problems with the aliveness, communication stability 
and redundancy of such a system, GNSS-based positioning 
inaccuracy adds up to another one (section 2). Introduction 
of gyroscope and other onboard sensors, Inertial Naviga-
tion (DR), Extended Kalman Filtering (EKF) and Hidden 
Makarov Models (HMM) in map-matching algorithms 
developed in the two latest decades present valuable ideas on 
handling shortcomings of the hardware (Barrios and Motai 
2011; Bezcioglu 2023; Cui and Ge 2003; Chao et al. 2020; 
Goodchild 2018; Jin et al. 2022; Kim et al. 2017; Kubicka 

Table 8  Examples of geofencing violations in tests 1–6. Radius express matching distance: records within the 50 m geofencing bufffer—green, 
records violating 50 m geofencing buffer—red. Opacity 10%. Own work. See supplementary material for more
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et al. 2018; Kumar et al. 2020; Min et al. 2019; Ponomaryov 
et al. 2000; Saki and Hagen 2022; Singh et al. 2023; Yalvac 
2021; Yumaganov et al. 2021; Zhang et al. 2021).

Unfortunately, most commercial map data providers 
require additional fees for the use of real-time map-match-
ing functionality. In addition, at the map-matching stage, 
information on the actual distance from which the raw 
data was captured is lost—the authorso of this paper saw 
this as even more unfortunate. Collecting and comparing 
raw GNSS data with map-matched data can be used as 
quantitative values for fleet monitoring—certain threshold 
values may be parameterized for the system to switch into 
"increased security" mode or to trigger alarms (section 5, 
Tables 6, 7, and 8).

The research conducted (section 4) revealed that curve-to-
curve is the most general matching procedure whereas point-
to-curve and point-to-point may be regarded as specific cases, 
therefore efficient algorithms should use these procedures 
interchangeably depending on identified circumstances(Saki 
and Hagen 2022). The main difference between the pro-
posed Dynamic Geofencing Algorithm (DGA) and existing 
map-matching algorithms is a priori route selection done 
by the transport supervisor and therefore, the position can 
be matched solely with the geometrical approach (Jin et al. 
2022; Mu et al. 2021; White et al. 2000). Less complicated 
mathematics results in faster computation (section 5). On 
the other hand, the DGA presented can be implemented for 
any purpose where it is relevant to compare raw GNSS posi-
tioning data with map-matched data, including: emergency, 
public transport, on-demand transport, money transport, 
military logistics, etc. (Gunay et al. 2014; Lupa et al. 2023). 
Exceptions presented in the paper (section 4) prove the case 
was not that straightforward after all.

The Dynamic Geofencing Algorithm (DGA) presented 
in the article (sections 4 & 5) was developed for the specific 
purpose of HVTT security and is the first known publication 
to deal with the newest TAPA Standarization requirements 
in terms of cargo positioning. There are several innovative 
parts of the work:

1) Introducing Dynamic (adaptive) Transverse Mercator 
Projection (DTM) to improve the accuracy of forward-
reverse transformations between angular GNSS units 
and Euclidean reference frame (section 4.3);

2) Introducing interchangable curve-to-curve, point-to-
curve, point-to-point geometrical matching to improve 
the calculation speed based on detected circumstances 
(sections 4.1-4.2);

3) Using the distance between the raw GNSS position and 
map-matched position as a quantitative security factor 
to introduce dynamic geofencing (section 5, Table 8).

Field tests 1–6 resulted in 99.9% success rate in detecting 
any geofencing violations caused by GNSS drift, roadwork 
detours, unscheduled stops and other atypical manoeuvres 
in miliseconds – thus fast enough to implement in real-time 
use (Tables 4 and 7). Achieving this fairly exceeds the TAPA 
TSR 2020a Level 1 safety certification criteria for vehicle 
tracking.

Supplementary Information The online version contains supplemen-
tary material available at https:// doi. org/ 10. 1007/ s12145- 024- 01410-7.
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2. The dynamic geofencing algorithm presented is the restricted 
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able due to licensing and safety reasons.
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