§6
Rights and obligations of the network users

1. Users are obliged to:

1) follow General Data Protection Regulation as well as UMCS Computer Network
Regulations;

2) follow the advices and regulations of administrators and UMCS Internet Network
Administration Officers;

2. Users are prohibited from using the network incompatibly with the above-mentioned
regulations, Polish law, principles of social existence and ethical norms.

3. Users are specifically prohibited from:

1) unauthorized network extension, e.g., using DHCP (Dynamic Host Configuration
Protocol) devices and programs (e.g., wireless or wired routers);

2) manual IP address configuration in a network or Data Terminal Equipment (DTE)
device without the administrator’s permission;

3) changing the device’s location without informing the administrator;

4) provide unauthorized users with the network passwords;

5) eavesdropping or tracing the web traffic;

6) guessing passwords;

7) sending SPAM,;

8) sharing, copying or spreading works covered by copyrights in violation of applicable
law;

9) disorganizing other users’ work;

10) using uncharged accounts commercially;

11) sharing and spreading materials violating the law, good manners and ethics;

12) acting in order to tarnish the University’s reputation;

13) registering private computers to the UMCS Computer Network.

4. Violating the regulations may lead to the responsibility of users consistent with the
provisions of the General Data Protection Regulation and the present regulations.

5. Procedure in case of breaking the regulations, including breaking the regulation which
is also an act contrary to applicable law, is specified in the General Data Protection
Regulation in force at the Maria Curie-Sklodowska University. According to its
regulations, the administrator is obliged to report the above fact to the appropriate
authorities in the event of receiving information about breaking the regulations.

6. Network users have a right to:

1) report comments or requests about the network to the administrator;

2) submit explanations about breaking the regulations;

3) use the UMCS Computer Network to the extent provided by the regulations and
UMCS internal legal acts;



